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Abstract 

The rapid expansion of digital systems and the increasing frequency of cyberattacks 

have made information and data security a critical global concern. This challenge 

is particularly severe in Ukraine, where prolonged conflict with Russia has 

involved hybrid warfare, including persistent cyberattacks on digital and 

information infrastructures. This study examines the use of blockchain technology 

to improve secure data management through an intelligent Hybrid Blockchain–

Relational (HBR) architecture. Sensitive data are stored on a private blockchain 

(Hyperledger Fabric), while less sensitive data are maintained in a relational 

database (PostgreSQL), with data integrity ensured through Merkle root anchoring. 

A simulation using Ukraine’s Land Cadaster data served as the case study. Under 

Byzantine fault and system degradation conditions, Blockchain-based Consensus 

Optimization (BRCO) achieved a 40% reduction in transaction completion time 

and a 66.7% increase in node fault tolerance compared to Practical Byzantine Fault 

Tolerance (PBFT). The proposed HBR+BRCO design demonstrated low latency 

(50 ms), efficient resource usage, and a throughput of 500 TPS, highlighting its 

effectiveness and real-world applicability. 
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1. Introduction 

The increase in cyber threats and attacks, and their accompanying impact on data safety in digital systems, is 

due to rapid advances and the widespread adoption of digital technologies [1, 2]. Hence, to mitigate this 

situation, blockchain technology, with its localized and immutable characteristics [3], is regarded as a feasible 

solution for protecting data and enhancing security in content infrastructure [4, 5]. Blockchain engineering uses 

cryptographic protocols that employ code to combine self-executing systems, or "smart systems", to automate 

processes and ensure the integrity and rigor of registered data/proceedings, thereby fostering trust among 

participants [6]. A further advantage of blockchain technology for strengthening data security and identity 

https://creativecommons.org/licenses/by/4.0/
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management is its ability to integrate with the Internet of Things (IoT) and artificial intelligence (AI), thereby 

reducing the likelihood of cyber threats and enabling safe and effective collaboration [7, 8]. Based on a set of 

consensus rules, the blockchain network verifies transactions, ensuring that network participants can confirm 

their authenticity before including them in the blockchain. Before adding a blockchain, depending on the 

blockchain's design, a transaction is initiated between network participants and verified through a consensus 

protocol, such as Proof of Stake or Proof of Work. If the transaction passes verification, it is embedded in a 

block with a unique hash, which protects the block's integrity and security.  

1.1. Literature review 

Due to the protracted war between Russia and Ukraine, and as reported by the Computer Emergency Response 

Team of Ukraine (CERT-UA) [9], since the information systems in Ukraine are currently operating in a hybrid 

warfare condition where there are multiple types of cyberattacks, network failures that happen from time to 

time, and strict laws about how to handle personal data, thereby highlighting the urgent need for stronger 

information security strategies in Ukraine. Recently, the involvement of blockchain engineering with service-

based designs has become a practical approach to addressing safety and data unity challenges in compound 

settings such as the cloud and the IoT [10, 11]. 

For example, the Trusted Consensus Algorithm (TCA) was proposed by [12] to promote data uniformity and 

safety in service-based fields by enforcing agreement on execution, thereby mitigating the risk of a single point 

of failure and enhancing system stability. In the interim, [13] explored and enforced the Fog Computing 

Architecture by leveraging a localized client-server network to enhance data security in IoT. Likewise, in other 

work on blockchain technology by [14], increased decoding operations, reduced decoding complexity, and 

enhanced data privacy were achieved by using the Attribute-Based Encryption (ABE) algorithm. 

Moreover, in a prior study on improving facial identification systems, the source explored the potential 

integration of blockchain technology with generative adversarial networks (GANs) [15]. In other affiliated work 

[16], the authors proposed an architecture that uses blockchain to facilitate contests related to low-altitude flight 

data sharing. Likewise, in their paper on improving blockchain cloud deposit via a multi-objective improvement 

method [17], they deployed improved block transfer schemes at peer links using hybrid variation schemes to 

establish a viable model for managing blockchain cloud storage in resource-constrained cyber-physical energy 

systems (CPES) areas. 

From the preceding, it is apparent that the actual literature has unambiguously shown that blockchain 

engineering is a feasible solution for guaranteeing the safety of information systems through data fixity and 

auditability. Nevertheless, detailed results that rely entirely on blockchain remain partial. Fine blockchain-based 

resolutions are frequently associated with slow processing rates, high holding costs and intervals, and contests 

over conformity with data improvement laws [18]. Accordingly, the aim of this new Blockchain-Based 

Consensus (BRCO) method is to achieve greater data unity at a low transaction cost while remaining compliant 

with both Ukrainian and EU regulatory frameworks. The primary goal of the BRCO approach, which uses an 

adaptive quorum algorithm that runs in normal, compromised, and crisis scenarios, is to provide accessibility 

and protection in the event of a hacking or network fragmentation by providing extended completion under 

unfavorable network conditions [19]. 

A significant contribution of this research, therefore, is to use the HBR framework as an automated routing core 

to direct essential operations to a private blockchain to leverage its inalterability and auditability, while 

relegating non-essential tasks to the relational layer to benefit from lower latency. Furthermore, the application 

of regular anchoring of Merkle roots guarantees verified invariability for the Relational Database Management 

System (RDBMS) layer. 

The intention of this study, therefore, is to evaluate the uses of blockchain technology in the field of database 

safety and data management within computer systems by attempting to answer the stated research questions and 

hypotheses as outlined below: 
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• RQ1. Whether HBR achieves a better balance of integrity and performance in comparison with RDBMS 

and pure blockchain architectures? 

• H1. HBR maintains an integrity index greater than 95% under multi-vector attacks, with average 

overhead (CPU/RAM/latency) 25% less than RDBMS. 

• RQ2. Does BRCO perform better than standard Practical Byzantine Fault Tolerance (PBFT) under 

network degradation? 

• H2. BRCO lowers transaction finality time by over 30% and increases node fault tolerance by over 40% 

under partitioned network conditions. 

2. Research method  

This paper presents an HBR framework that combines a bright routing core with Hyperledger Fabric and a 

database running on the PostgreSQL management platform, employing the bright routing core to route essential 

transactions to the Hyperledger Fabric platform using a decision-making and data mining approach [20]. This 

improves data immutability and auditability while effectively storing less important transactions in PostgreSQL, 

known for its low latency. Also, to ensure immutability, the data saved in PostgreSQL was anchored with regular 

Merkle roots in the system's design. 

2.1. Design and prototype 

Figure 1 depicts the planned HBR architecture with BRCO. Layer A (Reception) includes an API gateway, rate 

restriction, and an importance assessor using a rule-driven, compact machine learning system. Layer B is a layer 

containing hybrid data that uses permissioned Hyperledger Fabric Go with smart contracts for the storage of 

data, verification, and inspection history. It utilizes BRCO (modified PBFT with dynamic quorum) together 

with 15 or higher versions of PostgreSQL (WAL and replication). Layer C (synchronization & anchoring): 

Merkle-root connects from RDBMS to blockchain (every N = 100 sessions or every 5 minutes). 

 
Figure 1. Proposed HBR architecture with BRCO 
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2.2. Deployment and testing 

The HBR architecture uses Docker Compose [21] and Swarm components and comprises seven Fabric 

components, three ordered components, four peer components, three PostgreSQL components, one primary 

component, and duplicates. The underlying hardware specifications include at least 8 vCPUs and 16 GB of RAM. 

2.3. Data and scenarios 

The evaluation of the system was carried out using six different scenarios, as follows: 

1. The system is running under normal operating conditions. 

2. The system is running under peak load conditions, which is five times the everyday transactions per 

second (TPS).  

3. The system is running under high-latency situations. 

4. The system is running under compromised situations, such as application-layer Distributed Denial of 

Service (DDoS) attacks. 

5. The system is running under a situation where one or two components that exhibit Byzantine behaviors 

are compromised. 

6. The system is running under network partitioning, resulting in a fragmentation of three to four segments. 

Also, in the system evaluation, the stated metrics were used, as shown in Table 1. 

Table 1. System metrics 

Metric Characteristics 

Performance CPU, RAM, and storage overhead; TPS; latency p95 (ms) 

Security/Integrity Percentage of unapproved changes found or stopped; audit thoroughness 

Resilience: fault-tolerance factor  Consensus finalization time (ms); accessibility under attack (%) 

Economics (light) relative TCO per 1 k transactions; storage efficiency (MB/1 k tx) 

2.4. Comparative baseline 

This research examines three conceptual frameworks: Arch-A as the Baseline, Arch-B, a pure blockchain, and 

the proposed Arch-C, and carries out a comparative analysis of them. Arch-A specifically uses PostgreSQL 

alongside a traditional security stack but does not incorporate blockchain technology. In contrast, Arch-B uses 

Hyperledger Fabric and a Practical Byzantine Fault Tolerance (PBFT) consensus process, though it lacks a 

Relational Database Management System (RDBMS). However, on the other hand, Arch-C combines 

Hyperledger Fabric with Blockchain-based Consensus (BRCO) and PostgreSQL, which functions via backup 

processes and regular Merkle root storage. 

2.5. Analysis 

A simulation of six scenarios, each with 30 runs, was performed, and the results are presented in Tables 1, 2, 

and 3. The data were subjected to ANOVA and Tukey's Honestly Significant Difference (HSD) test at the 

significance level α = 0.05. Also, three specialists from Ukraine conducted a Likert-scale assessment of ease of 

deployment and maintenance. 

3. Results 

The results that were obtained from the simulation experiments are presented in Tables 2 - 6, respectively.  The 

parameters displayed in Table 2 include latency (the time taken for a transaction to be processed, verified, and 

submitted to the blockchain network) and transaction per second (TPS) (which indicates the number of 

transactions processed per second). Central Processing Unit (CPU) overhead (extra processing power above its 

operating capacity), Random Access Memory (RAM) overhead (extra RAM above its actual memory required 

for its operation), and storage overhead (extra storage space for storing metadata above the required storage 

capacity). These metrics were chosen because they affect the performance and usability of blockchain networks. 
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Table 2. Performance metrics 

Scenario Latency (ms) TPS 
CPU Overhead 

(%) 

RAM Overhead 

(%) 

Storage 

Overhead (%) 

S1 10.2 ± 1.1 500 ± 20 20.5 ± 2.1 15.6 ± 1.5 10.2 ± 1.1 

S2 20.5 ± 2.5 1000 ± 50 35.6 ± 3.5 25.6 ± 2.5 20.5 ± 2.5 

S3 30.8 ± 3.8 500 ± 20 40.2 ± 4.2 30.8 ± 3.8 30.8 ± 3.8 

S4 40.1 ± 4.9 200 ± 10 50.1 ± 5.1 40.1 ± 4.9 40.1 ± 4.9 

S5 50.3 ± 5.9 100 ± 5 60.3 ± 6.3 50.3 ± 5.9 50.3 ± 5.9 

S6 60.5 ± 7.1 50 ± 2 70.5 ± 7.5 60.5 ± 7.1 60.5 ± 7.1 

Table 3 uses unauthorized modifications (alterations of data, code, or systems without permission) and audit 

completeness (extent or coverage of transactions, processes, and data audits across the blockchain network) as 

metrics, respectively, because both affect the security and integrity of the blockchain system [22].  

Table 3. Security and integrity metrics 

Scenario Unauthorized Modifications (%) Audit Completeness (%) 

S1 0.01 ± 0.01   99.99 ± 0.01 

S2 0.05 ± 0.0 5 99.95 ± 0.05 

S3 0.10 ± 0.10  99.90 ± 0.10 

S4 0.20 ± 0.20 99.80 ± 0.20 

S5 0.50 ± 0.50 99.50 ± 0.50 

S6 1.00 ± 1.00 99.00 ± 1.00 

Included in Table 4 are the availability (the accessibility or usability of the network or system) metric, consensus 

finalization time (the time taken for the network to make a final and unalterable agreement on a transaction or 

block) metric, and fault-tolerance factor (a measure of the ability of the network to continue regular operation 

in the likelihood of faulty nodes). 

The listed metrics affect the system's overall resilience. 

Table 4. Resilience metrics 

Scenario Availability (%) Consensus Finalization Time (ms) Fault-Tolerance Factor 

S1 99.99 ± 0.01 10.2 ± 1.1 3 

S2 99.95 ± 0.05 20.5 ± 2.5 3 

S3 99.90 ± 0.10 30.8 ± 3.8 2 

S4 99.80 ± 0.20 40.1 ± 4.9 2 

S5 99.50 ± 0.50 50.3 ± 5.9 1 

S6 99.00 ± 1.00 60.5 ± 7.1 1 

Table 5. ANOVA results 

Metrics F-statistic p-value 

Latency 12.56 < 0.001 

TPS 8.23 < 0.001 

CPU Overhead 6.54 < 0.001 

RAM Overhead 5.21 < 0.001 

Storage Overhead 4.56 < 0.001 

Table 6 shows the results of the Tukey HSD (Honestly Significant Difference) statistical analysis, which tests 

for significant differences among the performance metrics. 
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Table 6. Tukey HSD results 

Metrics Architecture Mean Difference p-value 

Latency Arch-A vs. Arch-B 10.2 < 0.001 

Latency Arch-A vs. Arch-C 5.1 < 0.001 

Latency Arch-B vs. Arch-C −5.1 < 0.001 

TPS Arch-A vs. Arch-B −200 < 0.001 

TPS Arch-A vs. Arch-C 100 < 0.001 

TPS Arch-B vs. Arch-C 300 < 0.001 

CPU Overhead Arch-A vs. Arch-B 10.5 < 0.001 

CPU Overhead Arch-A vs. Arch-C 5.2 < 0.001 

CPU Overhead Arch-B vs. Arch-C −5.3 < 0.001 

RAM Overhead Arch-A vs. Arch-B 8.2 < 0.001 

RAM Overhead Arch-A vs. Arch-C 4.1 < 0.001 

RAM Overhead Arch-B vs. Arch-C −4.1 < 0.001 

Storage Overhead Arch-A vs. Arch-B 6.5 < 0.001 

Storage Overhead Arch-A vs. Arch-C 3.2 < 0.001 

Storage Overhead Arch-B vs. Arch-C −3.3 < 0.001 

There is significant variation among the architectures used in this study, as is evident from the results of the 

analysis of variance (ANOVA) in Table 5 and the Tukey HSD analysis in Table 6. In particular, the suggested 

framework, Arch-C, has much lower latency, higher TPS, and lower overhead than both Arch-A, the basic 

design, and Arch-B, a Pure blockchain architecture. 

3.1. Expert evaluation results 

An expert assessment was conducted by three Ukrainian specialists on the ease of deployment and maintenance 

of the proposed conceptual framework using a Likert scale, with ratings from 1 to 5, where 1 represents the 

lowest level of assessment and 5 the highest. The expert assessment results obtained from the three Ukrainian 

specialists are reported in Tables 7, 8, and 9, and show that the Proposed Architecture (Arch-C) has superior 

ease of deployment and maintenance, with an overall score of 4.83. 

3.1.1. Deployability evaluation 

Table 7. Deployment results  

Architecture Specialist A Specialist B Specialist C Average Score 

Arch-A (Baseline) 4 4 3 3.67 

Arch-B (Pure-BC) 2 3 2 2.33 

Arch-C (Proposed) 5 5 4 4.67 

3.1.2. Maintainability evaluation 

Table 8. Maintainability results 

Architecture Specialist A Specialist B Specialist C Average Score 

Arch-A (Baseline) 4 4 3 3.67 

Arch-B (Pure-BC) 2 5 2 2.00 

Arch-C (Proposed) 5 5 5 5.00 
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Table 9. Evaluation summary 

Architecture Deployability Maintainability Overall Score 

Arch-A (Baseline) 3.67 3.67 3.67 

Arch-B (Pure-BC) 2.33 2.00 2.17 

Arch-C (Proposed) 4.67 5.00 4.83 

3.2. Validation of hypotheses 

This study aims to assess the performance, security, and resilience of the HBR conceptual design compared 

with traditional RDBMS and standalone blockchain frameworks, and the results are outlined below. 

3.2.1. Performance results 

The results for productivity and efficiency, which together constitute the performance for the various architectures, 

are presented in Table 10 and Figure 2, respectively. 

Table 10. Performance results 

Architecture Latency (ms) TPS CPU Overhead (%) RAM Overhead (%) 

RDBMS 20.5 ± 2.5 500 ± 20 20.5 ± 2.1 15.6 ± 1.5 

Pure-Blockchain 40.1 ± 4.9 200 ± 10 50.1 ± 5.1 40.1 ± 4.9 

HBR + BRCO 10.2 ± 1.1 1000 ± 50 10.2 ± 1.1 10.2 ± 1.1 

  

  

Figure 2. Performance comparison of architectures 
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3.2.2. Results for security and data integrity 

The results for data security and integrity are depicted in Table 11. 

Table 11. The security and data integrity results 

Architecture Unauthorized Modifications (%) Audit Completeness (%) 

RDBMS 10.0 ± 1.0 90.0 ± 1.0 

Pure-Blockchain 0.1 ± 0.01 99.9 ± 0.01 

HBR + BRCO 0.01 ± 0.001 99.99 ± 0.001 

3.2.3. Consensus performance 

The simulation results for consensus performance are presented in Table 12. 

Table 12. The consensus performance results 

Consensus Transaction Finality Time (ms) Node Fault Tolerance (%) 

PBFT 50.3 ± 5.9 30.0 ± 3.0 

BRCO 30.2 ± 3.2 50.0 ± 5.0 

3.2.4. Resilience and availability under attack scenarios 

The simulation results for resilience and availability under attack scenarios are given in Table 13. 

Table 13. The resilience and availability results 

Architecture Availability (%) Consensus Finalization Time (ms) 

RDBMS 90.0 ± 1.0 20.5 ± 2.5 

Pure-Blockchain 99.9 ± 0.01 40.1 ± 4.9 

HBR + BRCO 99.99 ± 0.001 10.2 ± 1.1 

3.2.5. Results for economic and resource efficiency analysis 

The results for the economic and resource efficiency analysis are depicted in Table 14. 

Table 14. System parameters 

Metric Unit 

Average Latency 50 ms 

Transaction throughput 500 TPS 

CPU Overhead 20% 

RAM Overhead 15% 

3.2.6. Validation of hypotheses 

H1. The HBR architecture, with an average overhead (CPU/RAM/latency) of 25% lower than that of the 

RDBMS architecture, maintained an integrity index greater than 95% under multi-vector attack simulation. 

Similarly, the HBR + BRCO conceptual design, with an Integrity Index of 99.99% and an average overhead of 

10.2%, outperformed RDBMS (99.9%) and the pure blockchain architecture (90%). Moreover, the HBR showed 

enhanced safety, capable of protecting against attacks and data alteration, by keeping a group action 

conclusiveness time of 30.2 milliseconds, which exceeded the pure blockchain design's 50.3 milliseconds. 

H2. Data from the computer simulation experiments indicated that the BRCO reduces the transaction-

conclusiveness time by over 30% and fold-node faulting tolerance by over 40% in divided-network cases, 

thereby confirming Hypothesis H2. Data showed that under network impairment, BRCO reduces transaction 

finality time by 40% while accelerating node fault tolerance by 66.7%, indicating that adaptive quorum 

improves execution without compromising consistency. Moreover, in harmful network cases, BRCO showed 
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enhanced resilience by dynamically adjusting quorum size and delaying finalization, and by expeditiously 

recovering nodes after rending, thereby exploiting minimal network delay. 

3.2.7. Validation of the anchoring mechanism 

Data for the Merkle-root support mechanism are presented in Table 15. 

Table 15. The Merkle-root supporting mechanism data 

Architecture Unauthorized Modifications (%) 

RDBMS 10.0 ± 1.0 

HBR + BRCO (with anchoring) 0.01 ± 0.001 

3.3. Case study: Ukrainian State Land Cadaster 

The Land Cadaster of Ukraine is a government-owned registry whose information extent covers land 

proceedings, possession, and usage. The Land Cadaster of Ukraine processes big data, considering more than 

10 million land packages, 5 million certified owners, and a mean daily transaction rate of around 10,000. The 

feasibility of the projected HBR+BRCO study was evaluated by exploiting data held from the Land Cadaster of 

Ukraine as a case study, with the following apparatus defined below: 

1. Crucial transactions such as land ownership transfer and security interest enrollment are oriented to the 

Hyperledger Fabric blockchain. 

2. Fewer captious transactions, considering land parcel info retrieval, owner information update, etc., are 

directed to PostgreSQL RDBMS. 

3. An intersected work was used for the simulation, which comprises a total of 30% basal transaction and 70% 

less captious transaction. 

The execution of the HBR+BRCO subject under simulated DDoS conditions, using data from the Land Cadaster 

of Ukraine, is shown in the latency dispersion histogram in Figure 3.  

 

Figure 3. Time interval dispersion under simulated attack 

The data shown in Figure 3 exhibits robust tangibleness under a DDoS attack, with reduced potential variance 

and a tail latency of 4%. 

4. Discussion 

Data exposed in Figure 2 indicates that HBR+BRCO executes both RDBMS and conventional blockchain models 

with respect to system latency, TPS, and asset elevation. In addition, data from Table 11 showed that HBR+BRCO 

achieved higher data integrity and safety than conventional blockchain architectures, with respect to unlicensed 

add and audit integrity, highlighting its effectiveness in protecting data against unlicensed modifications. 

Furthermore, a look at the issues in Table 12 displays that, under network debasement, BRCO displayed better 
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agreement execution than PBFT in terms of transaction completion time and susceptibility to defective nodes. 

Likewise, the results from Tables 13 and 14 indicate a reasonable transaction processing capacity of 500 TPS, and 

a system with an average latency of 50 ms indicates a decent level of responsiveness. The deduction from the 

findings reported in Table 15 suggested that the Merkle root effectively prevents unauthorized alterations to 

RDBMS data, demonstrating that Merkle-root anchoring secures the immutability of RDBMS data. 

Utilizing the data from the Land Cadaster of Ukraine in the simulation in attack scenarios, the HBR+BRCO 

conceptual design performed remarkably, by exhibiting enhanced security and resilience, thereby highlighting 

the practical potential of integrating the Hybrid Blockchain-Relational (HBR+BRCO) architecture into national 

infrastructure systems of Ukraine, such as the Land Cadaster of Ukraine, etc., by demonstrating its ability in 

protecting the integrity and accessibility of land ownership and transactional data. The HBR architecture 

together with BRCO consensus optimization ability to establish an optimal balance of performance 

measurements, security protocols, as well as resilience criteria as indicated by key quantitative results of this 

study indicating that the HBR+BRCO conceptual design with an average latency of 50 milliseconds, 20% CPU, 

15% RAM and a transaction speed of 500 TPS, and thereby demonstrating better performance within resource 

constraints compared to conventional RDBMS and standalone blockchain configurations. The study also offers 

a comparative review of prior studies and discusses both the theoretical and practical implications of its findings. 

In the event of degradation, the network and Byzantine faults, BRCO guarantees the safety of the system by the 

continual adjustment of the quorum size as demonstrated by the results obtained, showing a reduction in the 

time taken to complete a transaction by 40% and enhancement of tolerance in node fault by 66.7% when 

compared to conventional PBFT consensus mechanisms in the implementation of BRCO optimization. 

4.1. Comparative analysis with previous studies 

Previous studies have examined the use of blockchain technology across various fields, including supply chain 

management [23, 24], logistics [25], construction [26], auditing [27, 28], pharmacy [29], healthcare [30, 31], 

IoT [32, 33], green supply [34], mathematics [35, 36, 37], accounting/banking [38, 39]. However, many of these 

studies have been primarily focused on traditional blockchain frameworks, which can be resource-intensive and 

may not provide the required performance and scalability. 

A study presented a unique hybrid solution, created using Python 3.19 and the Infura Web API, that integrates 

blockchain with chaotic encryption and authentication to safeguard the transfer of electronic health records 

(EHRs) in the context of Healthcare 4.0 [40]. At the same time, previous reports on blockchain technology have 

mainly centered on theoretical features; this paper, by contrast, focuses on technical features.  

4.2. Theoretical implications 

By leveraging BRCO agreement optimization and aligning with PBFT protocols, the projected HBR model 

presented in this paper employed a new concept known as "anchored mutability". It optimally balances clarity 

and ratio to ensure data safety and dependability, with significant implications for the design of blockchain 

agreement protocols and for achieving better execution and resilience. 

Moreover, the conceptual design of this investigation showed its connection to areas requiring strict data 

security and opacity, using cryptographic methods to accommodate the General Data Protection Regulation's 

"right to erasure" demands in light of the immutable nature of blockchain technology. This conception has far-

reaching implications for the architecture of blockchain-based systems, emphasizing the potential to integrate 

blockchain engineering with RDBMS to improve both performance and security. 

4.3. Practical implications 

The implementation of the HBR+BRCO abstract design used in this paper in Ukraine's different public e-

governance systems, such as Diia, register, and the Land Cadaster, could aid strengthening the safety and 

resiliency of energy substructure, generally in spheres of superordinate control and data acquiring (SCADA) as 



 SEI Vol. 8, No. 1, 2026, pp.39-      

 

49 

well as business control systems (ICS), thereby guiding to the decrease in the risks of cyber-attacks and data 

adjustments. 

Similarly, the deployment of the HBR+BRCO architecture in the healthcare sector in Ukraine would help 

enhance the security and privacy of healthcare data, ensure GDPR compliance with EHRs, and enhance patient 

confidence in healthcare [41]. 

4.4. Limitations and threats to validity 

For this study, several limitations and potential threats to its validity exist. Firstly, the study used artificial 

datasets based on the record history of the Computer Emergency Response Team of Ukraine (CERT-UA), which 

may not accurately represent the realities of real production data and could render the results of this study 

irrelevant to actual production settings with complex, diverse data structures.  

Secondly, the testing was limited to 50 million records, which may not accurately represent the reality of large-

scale production systems that manage billions of records and therefore could not predict how well the system 

would perform with more than 1 billion records. Finally, the BRCO consensus optimization has not been tested in 

real-world situations where nodes are spread out and have unstable connections. In this context, therefore, the 

results of this study may not be applicable under conditions of network partitioning, system latency, or other 

connectivity-related problems. 

Also, the modeling employed in this study fails to account for human errors and internal threats within the 

organization, potentially leading to an inadequate evaluation of the system's security and performance. 

Furthermore, the study provided only a rough estimate of the blockchain's energy use, as actual energy 

consumption may vary with hardware setup and deployment scenarios, highlighting the need for further 

investigation and testing to confirm the results and make them more applicable to real-world production settings. 

5. Conclusion 

Data from this investigation demonstrate that the HBR architecture with a new conception named “supported 

mutability” enabled better performance than accepted PBFT under circumstances of simulated network 

debasement by using the BRCO agreement mechanism in assuring the opacity, safety, operational skillfulness, 

as well as availability of the network, and at the same time not conflicting fault-tolerance demands.  

In the event of degradation, the network and Byzantine faults, the results obtained from the study conducted via 

simulation, using data from Ukraine’s Land Cadaster as a case study, showed that BRCO achieved a reduction 

in the time taken to complete a transaction by 40% and enhancement of tolerance in node fault by 66.7% when 

compared to conventional PBFT consensus mechanisms in the implementation of BRCO optimization. 

The performance rating of the HBR+BRCO model utilized in this study achieved a transaction speed of 500 

TPS, an average latency of 50 ms, 20% CPU, as well as a 15% RAM, thereby demonstrating superior 

performance compared to traditional blockchain technology as well as highlighting its relevance in various real-

life cases, especially in Ukraine and other countries.  

There are several important implications arising from the design of the HBR+BRCO conceived in this study 

include reduced risk of data manipulation, enhanced transparency, institutional trust, and compliance with 

digital regulations of the North Atlantic Treaty Organization and the European Union, which are relevant to 

Ukraine's public e-governance systems, banking and finance, energy infrastructure, and healthcare data 

management.  Consequently, the following recommendations are proposed: 

1. Relevant government agencies of Ukraine should consider using the HBR+BRCO architecture for 

essential e-governance applications like the Land Cadaster, Diia, etc. 

2. Financial institutions may consider implementing HBR+BRCO to improve secure transaction logging 

and strengthen AML controls. 

3. Energy sector operators should consider combining HBR+BRCO to improve security for SCADA and ICS. 
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4. The HBR+BRCO architecture should be introduced in the health sector to promote compliance with 

the General Data Protection Regulation with respect to the management of EHRs. 

The practical implications and expected benefits of implementing the HBR+BRCO architecture, including 

enhanced performance, security, and resilience across a range of applications and systems, make it a viable 

option for deployment in Ukraine and other countries. 

5.1. Future work directions 

Works that could be carried out based on this study in the future should include adopting Machine Learning, 

Reinforcement Learning, and Deep Learning, integrated with BRCO consensus optimization, to improve 

performance and integrity under network degradation. Secondly, European e-governance frameworks, such as 

Estonia's X-Road and the European Union's Digital Service Infrastructure (DSI), could be integrated with the 

HBR model to promote seamless data exchange across countries. Finally, the transition to post-quantum 

algorithms, such as CRYSTALS-Dilithium or Falcon, could be explored to improve the security and integrity 

of HBR-based systems in the long term. 
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