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Abstract 

The study examines the use of AI-based anomaly detection in 5G networks, 

namely, the application of edge computing to mitigate security issues arising from 

large device densities. With the advent of 5G and decentralized architectures, 

conventional cloud-based security models cannot rely on high latency and 

bandwidth overhead. In this research, the goal is to summarize localized AI 

inferences on edge nodes to detect network anomalies in real time. The proposed 

framework uses deep learning (DL) models, namely recurrent neural networks 

(RNNs) and autoencoders, which are deployed directly on the edge layer. The 

system processes 5G traffic metadata on edge devices and uses a distributed real-

time detection architecture, so there is no continuous backhaul to the core network. 

Findings from the implementation indicate that performance improvement is 

substantial, with the average detection rate for sophisticated cyber threats 

exceeding 98.5%. In addition, AI and edge-computing synthesis reduced detection 

latency by 40-55% compared to centralized cloud models, ensuring faster response 

times to critical network failures.  

© The Author 2026. 

Published by ARDA. 

Keywords: Anomaly detection, AI models, 5G networks, Edge computing, Cyber 

security. 

1. Introduction  

The world of telecommunications is undergoing a paradigm shift due to the rapid deployment of fifth generation 

(5G) networks. It is a base infrastructure on which ultra-reliable low-Latency Communications (URLLC) and 

massive machine-type communications (mMTC) operate, unlike its predecessor, which is merely an incremental 

increase in speed. According to recent industry reports, 5G subscriptions are expected to reach over 5 billion by 

2028, and mobile data traffic will increase by almost a quarter in a year. Nevertheless, such hyper-connectivity 

provides an enormous attack surface. With the growing decentralization and software-defined nature of the 

network, the complexity of cyber-attacks, including advanced DDoS intrusions and malware with AI assistance, 

has outpaced the defensive capabilities of traditional, rule-based security systems. Although there have been 

changes toward more agile infrastructure, critical research gaps remain in existing network security protocols. 

Existing anomaly detection systems are mostly based on centralized cloud architectures, which introduce a 

detection lag, which is inadmissible in mission-critical 5G scenarios such as autonomous driving or remote 

surgery. AI and edge computing have insufficient integration. AI is superior at identifying patterns, but lags in 

https://creativecommons.org/licenses/by/4.0/
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reflexes compared to edge nodes. Many existing models fail to meet the requirements of high data velocity 

offered by 5G. A compromise between the depth of detection and real-time processing is performed. 

This research aims to provide a solution to this problem by integrating edge computing with AI and anomaly 

detection. Now moving the inference engine towards the network edge to enable real-time detection with 

significantly lower latency and higher model accuracy. 

To inform you of this investigation, the following research questions are answered: 

• RQ1: How can the synthesis of edge computing and deep learning optimize the trade-off between 

computational overhead and detection speed in 5G environments? 

• RQ2: To what extent does a distributed AI architecture improve the detection of zero-day vulnerabilities 

compared to centralized cloud-based systems? 

• RQ3: What measurable improvements in latency metrics and throughput are achieved through localized 

edge-based inference? 

1.1.  Evolution of network security: from rule-based to AI-driven systems  

The history of network security has been based on network-wide detection systems and signature-matching 

databases, which were all rule-based and operated based on a library of known threat patterns and the incoming 

traffic [1]. Although these methodologies worked effectively in the previous generations of mobile networks, 

namely 2G and 3G, where traffic could be predicted and centralized, they are essentially ill-suited to the 

dynamic, multi-dimensional traffic of 5G [2], [3]. With cyber-threats now becoming polymorphic, obfuscated, 

and AI-based [4], the weaknesses of hard-coded regulations have become very critical, and high false-negative 

rates can characterize the outcomes. As a result, scholarly attention has shifted to the paradigms of machine 

learning (ML) and deep learning (DL), which can learn data distributions rather than relying on manual feature 

engineering [5]. Some of the literature indicates that the more traditional ML models, such as support vector 

machines (SVM) and k-nearest neighbors (KNN), may achieve good classifications with smaller datasets, but 

these models become infeasible when dealing with the high-dimensionality of the telemetry of mMTC of 5G 

[6], [7].  

Thus, began the use of advanced DL based architectures such as recurrent neural networks (RNNs) and long 

short-term memory (LSTM) that are capable of identifying more complex anomalies, and violations in 

unstructured data to offer a more reliable and flexible solution to the increasing prevalence of zero-day 

vulnerabilities [8], [9]. This change illustrates a shift from fixed, static, and logic-based security mechanisms to 

intelligent and context-based security frameworks. As shown in Figure 1, the shortcomings of signature 

detection in 5G’s adaptive and high-dimensional traffic outlines the necessity of frameworks that integrate 

intelligence, and logic to perform modifications in real-time. The AI-based security approaches, discussed in 

the following sections, rely on the shift from the enforcement of deterministic rules to data-centric anomaly 

detection, as illustrated in the figure. 

 
Figure 1. AI-driven systems and evolution of network security 
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1.2. Architecture of 5G: decentralization and security imperatives 

In contrast to its predecessors, the 5G architecture will be a radical departure from the hardware-centric 

architecture, constructed rather around the concepts of software-defined networking (SDN) and network 

function virtualization (NFV) [10], [11]. This shift to softwarization allows the adoption of network slicing, a 

method in which numerous virtualized and autonomous logical networks operate on a shared physical 

infrastructure to support a range of applications, such as autonomous vehicles and smart grids [12], [13]. 

Nonetheless, such unparalleled architectural flexibility manifests itself in a large number of new security 

imperatives and expands the overall attack surface. Previous research indicates that the decentralized nature of 

5G core functions, which can be regularly spread across multiple cloud-native environments, calls for 

abandoning the previous model of security checkpoints based on the perimeter [14], [15]. The fact that 5G is 

built to support ultra-reliable low-latency communications (URLLC) with a target latency of sub-10ms, 

according to scholars, means that any security system relying on the requirement to backhaul data to a remote 

central cloud to perform intensive analysis will inherently be flawed and present a security lag that may be 

disastrous in a mission-critical environment [16]. 

Thus, the modern literature makes it clear that the distributed, zero-trust security fabric is not only of paramount 

importance but must be able to time-scale with the underlying network traffic and have defense mechanisms as 

agile as the network slices it safeguards [17]. As shown in Figure 2, the logic of security changes from perimeter-

based inspection to distributed, zero-trust enforcement due to the decentralization of security architecture 

brought by SDN, NFV, and network slicing.  

 
Figure 2. Architecture of 5G: decentralization and security imperatives 

From a PESTLE perspective, the convergence of SDN, NFV, and network slicing represents a profound 

Technological disruption that instantly redefines the legal and operational compliance landscape. By dissolving 

the physical perimeter, these technologies force a shift from defensive edge-filtering to an embedded, distributed 

zero-trust architecture where protection is dictated by decentralized software policy, not centralized 

(geographically too) core. 

This visualization reinforces the argument that, in 5G environments, security must operate at the same temporal 

and spatial scales as the underlying virtualized infrastructure, thereby setting the stage for the AI-enabled, edge-

aware protection strategies discussed in the following sections. 

1.3. Multi-access edge computing as a security enabler 

Multi-access edge computing (MEC) has become the most essential enabler in the 5G ecosystem, offering cloud-

like computation and storage services at the lowest layer of the network, most likely the radio access network 

(RAN) [18]. Within the framework of intelligent anomaly detection, MEC can serve as a localized host for 
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advanced security capabilities, enabling deep inspection of traffic metadata in proximity to the end-user or the 

IoT device [19].  

The reason is that, as noted in the existing literature, the implementation of detection engines on edge nodes 

will considerably reduce the likelihood of threats, which are considered internal or horizontal- malicious 

operations initiated and then further spread inside a local cell or enterprise network without having to go through 

the core network [20], [21]. This is a localized method that conserves core bandwidth and offers a faster response 

circuit to minimize threats. A common motif in recent academic literature is the so-called trade-off between 

computational efficiency and the inherent limitations in edge nodes. 

However, they offer the advantage of physical proximity; they are regularly underprovided with the enormous 

hardware of centralized data centers (in the form of massive GPUs and TPUs) [22], [23]. This limitation requires 

the creation of new specialized lightweight AI models that can be pruned or quantized to achieve high detection 

rates whilst running within the narrow power and memory range of edge hardware, which is currently the focus 

of 5G security investigations [24], [25]. 

MEC shifts the focus of security intelligence in a way that moves detection and response capabilities from 

centralized clouds to the network edge. In Figure 3, the two aspects of this argument are demonstrated. First, 

closeness enables the fast and localized neutralization of threats. Second, due to the surrounding limitations, the 

creation of lightweight and optimized AI models is essential.  

 

Figure 3. Security enabler (MEC) 

This visualization shows how MEC is more than just an infrastructure improvement. It shows MEC is a strategic 

security enabler that provides a merger of protection in real-time and computational efficiency in 5G 

environments. This leads into the next section regarding edge-optimized intelligent defense mechanisms. 
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1.4. Synthesis of AI and edge-computing: synergistic frameworks 

AI-Edge Synthesis is the state-of-the-art in network security, where we are no longer content to apply algorithms 

to remote devices and establish a symbiotic relationship with them [26]. This synergy is a complex interaction 

in which the edge layer delivers real-time data streams at high speed, and the AI layer delivers real-time 

actionable intelligence to activate localized defense measures [27]. 

Earlier research has investigated several possible forms of "computation offloading" schemes, in which the 

learning of deep learning models is performed in a centralized cloud using historical data, and the lightweight 

inference engine (the detection mechanism itself) is deployed to the edge to perform real-time inference [28].  

This intermediate solution will seek to unite the structural expressiveness of large-scale deep learning with the 

low-latency expressiveness of edge-computing [29]. However, academics observe that such integration is often 

broken in practice, and that coordinating updates to global models with local instances of edges requires 

considerable communication overhead [30], [31]. 

This synchronization window may introduce temporary detection gaps, underscoring a severe need for 

approaches that ensure high detection reliability in a geographically distributed edge environment without 

relying on ever-present connectivity to the cloud [32], [33]. As shown in Figure 4, the synthesis of AI and edge 

computing establishes a tightly coupled security paradigm in which intelligence generation and data acquisition 

operate in continuous feedback loops.  

 

Figure 4. Synergistic frameworks 

The diagram shows how AI-powered inference systems process real-time edge data streams to take immediate, 

localized defensive actions. It captures the dichotomy between centralized model management and decentralized 

operations while highlighting the difficulties of managing synchronization among distributed nodes. The 

synthesis presented in this chapter, therefore, aims to provide a foundation for the design and development of 

low-latency adaptive resilient security frameworks for the next generations of networks beyond 5G, which is 

further explained in the following sections. 

1.5. Centralized anomaly detection model limitations 

What dominates the critical examination of the current body of work is the excessive dependence on centralized 

big data analytics for network security [34]. Although centralized models manage to take advantage of the global 

view of the network and compare events across different geographical areas, they experience a number of 

fundamental limitations of scale, which the implementation of 5G will only worsen [35]. 
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With the expected high concentration of devices in the Internet of Things (IoT) networks of up to one million 

devices per square kilometer, the amount of telemetry data that will need to be sent will exceed the capacity to 

transmit it to a centralized processing unit [36]. There is a paradoxical effect that a bandwidth bottleneck creates 

in that the data that is needed to detect an attack is the same data that uses the network resources required to 

sustain user services, and may result in self-induced congestion [37].  

Centralized solutions, on the other hand, create a single point of weakness. If the communication channel to the 

central cloud is interrupted and/or comes under a distributed denial of service (DDoS) attack, then the whole 

network’s security is compromised. Many researchers have identified this centralization dependency as the main 

obstacle to the scalability of 5G networks, and a transformation toward localized and self-directed decision-

making units is both welcome and needed [38], [39]. 

As shown in Figure 5, centralized anomaly detection systems have an inherent structural bottleneck in large 

scale 5G and IoT systems. It demonstrates that with these systems, an increase in the number of devices leads 

to an exponential growth in data, which results in the saturation of network bandwidth and delays the detection 

of threats. It also shows that these systems are vulnerable to a network bottleneck and a DDoS attack. This also 

highlights that centralized security systems have reached their limits for next generation networks, and therefore 

calls for a shift toward decentralized, edge-based, and self-directed anomaly detection systems, which are 

presented in the following sections.  

 

Figure 5. Centralized anomaly detection model limitations 
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1.6. Federated learning 

One emerging and expanding field in modern literature is the use of federated learning (FL) to develop anomaly 

detection in 5G and 6G systems [40]. Federated learning allows a decentralized training architecture. Traditional 

machine learning requires the aggregation of a large volume of datasets in a central repository. In this new 

paradigm, many edge nodes or user equipment (UE) collaborate in the optimization of a global meta-model by 

sharing only the local model parameters (i.e., gradients and/or weight updates) and do not share the sensitive 

network traffic [41]. 

This is being accepted as a novel strategy that fine-tunes user privacy and indirectly promotes the international 

information protection mandates, such as general data protection regulation (GDPR) and the California 

Consumer Privacy Act (CCPA). Provided that data locality is ensured at the network periphery, Federated 

Learning will effectively mitigate the disastrous risks of data breaches throughout transmission and provide an 

opportunity to ease ethical and legal issues related to centralized data collection [42]. 

Nonetheless, despite such deep theoretical benefits, the practical adoption of FL in the highly dynamic 5G 

environment is fraught with multi-dimensional challenges that the scientific community has yet to study in 

depth. One of the main bottlenecks in the existing literature is the Non-IID (independent and identically 

distributed) data [43]. In a heterogeneous 5G environment, the traffic patterns of the different edge nodes will 

vary radically depending on the geographic and operational context – an industrial IoT slice (mMTC) will have 

radically different packet distributions than a high-mobility vehicular slice (URLLC) or a dense residential 

eMBB zone. 

Such a high level of statistical heterogeneity is a common cause of model divergence, in which the global model 

fails to converge or generalize well across all participating nodes, thereby reducing overall security fabric 

detection accuracy [44]. The literature has more recently examined the inference attack and model poisoning 

phenomena in FL. Contaminated gradients are an attempt to reconstruct sensitive local data. User equipment (UE) 

are under increasing pressure to adopt more robust aggregation schemes, such as federated averaging (FedAvg) or 

federated proximal (FedProx), that seek to balance the local data heterogeneity and the model robustness. The 

current study addresses this emerging literature by exploring the privacy-preserving model parameters of a 

synergistic AI-edge design with high-fidelity anomaly detection in non-IID 5G network segments [45], [46], [47]. 

Figure 6 shows how federated learning represents a new privacy-centric approach to anomaly detection. It 

achieves this through the decentralization of model training while maintaining data locality at the edge. 

 

Figure 6. Federated learning and privacy-preserving security paradigms 

The diagram shows that edge nodes work together with a shared global model by performing parameter updates 

instead of sharing data. This method protects sensitive data. The diagram also shows the trade-off between 

model strength and data privacy remaining in Non-IID settings within the flexible constraints of highly 

heterogeneous 5G environments. In this diagram, federated learning improves model sovereignty and regulatory 

concerns, but only to the degree model divergence and adversarial attacks are addressed, and these elements the 

backbone of secure AI-driven architecture that will be elaborated later in the document. 
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1.7. 5G security architectures distributed inference paradigms 

The evolution of 5G networks moving away from large centralized clouds to decentralized SDN and NFV has 

necessitated a paradigm shift in the approach to security inference [48]. Current literature seems to show an 

increasing prevalence of cloud-centric AI, which uses the backhauling of large amounts of data to a remote core, 

being supplanted by distributed edge intelligence (DEI) [49]. The main purpose of this local intelligence is to 

intercept and avert the broadcasting of malicious traffic at the very end of ingress, the network periphery. 

Decades of academic discussion have demonstrated a severe architectural trade-off: centralized deep learning 

systems offer better global connectivity and large processing capacity, but they are fundamentally constrained 

by the inevitable propagation latency of 5G backhaul [50].   

These latencies are often longer than the ultra-low 1ms-10ms latency of mission-critical 5G slices, including 

autonomous vehicle networks and remote (robotic) surgery. The use of the cloud to sense real-time anomalies 

in a "time-sensitive" network system consequently creates a devastating security gap between where an attack 

is spread within the core and before a centralized model can initiate an action [51]. Recent progress in distributed 

computing and the so-called model partitioning imply that breaking down neural network layers across a range 

of mobile edge computing (MEC) nodes can significantly reduce the computational load on each gateway. 

With the help of the so-called computational offloading procedures, the processing load can be distributed across 

a network of edge devices, enabling high-speed inference without requiring high-end server-quality devices at 

all cell sites. Nevertheless, one persistent gap in research is the lack of consistency in synchronizing these 

scattered, distributed sub-models with the global threat intelligence. In the absence of strong synchronization 

protocols, localized models will suffer from information rheostat and unable to recognize collaborative or 

multiple step attacks in different geographical areas. Likewise, global awareness can create an unneeded 

communication burden which will paradoxically congest the system's available bandwidth [52]. This paper aims 

to address this issue with a cooperative AI-edge architecture. Our approach attempts to localize the real-time 

security inference of the system while incorporating a global model with periodic structuring. Global and local 

accuracy is maintained by the system using gradient aggregation, ensuring the security infrastructure is fast and 

malleable. As shown in Figure 7, innovative distributed inference systems aimed at 5G security suggest a move 

of the centralized decision-making from the cloud to a collaborative and secure edge and MEC node network. 

 
Figure 7. Distributed inference paradigms in 5G security architectures 



 SEI Vol. 8, No. 2, 2026, pp.175-196 

 

183 

The figure describes instances of localized inference, which achieves real-time anomaly detection, with periodic 

synchronization for overall threat detection in dispersed environments. Additionally, it describes the 

architectural contradiction of low-latency responsiveness vs. the perpetual need for global situational 

awareness [53]. This visualization reinforces the necessity of hybrid inference strategies that balance 

computational efficiency with security coverage, thereby addressing the challenges of latency, scalability, and 

coordination in next-generation 5G security architectures discussed throughout this section. 

1.8. Adversarial machine learning and robustness at the network edge 

With the advent of AI as the foundation of 5G defense processes, a growing body of recent work has begun to 

focus on the weaknesses of AI models themselves – this time, in relation to the so-called adversarial machine 

Learning. In such cases, advanced attackers use adversarial perturbations to generate adversarial evasion attacks 

that are specifically laid out to be incorrectly identified by neural network-based anomaly detectors [28]. 

The literature in the field demonstrates that the crucial trade-off in this field is that deep learning models, such 

as CNNs and LSTMs, are highly sensitive to known and unknown (zero-day) attacks, but in many cases, they 

are vulnerable to high-dimensional noise that can evade their detection logic [23]. Generally, the current systems 

use the approach of adversarial training or input transformation to enhance the robustness of the model, yet 

these approaches are computationally costly and inapplicable on limited-resource edge devices. 

This paper can add to this discussion by applying autoencoders to reconstruction-based anomaly detection, 

which automatically has a greater level of resilience to adversarial noise than a conventional supervised 

classifier, which gives it a more hardened defense layer at the 5G edge. Adversarial machine learning, as shown 

in Figure 8, adds a new attack vector to AI-enabled 5G security frameworks because an attacker can manipulate 

data in such a way to subvert anomaly-detection systems.  

 

Figure 8. Adversarial machine learning 

The figure illustrates the ability of adversarial perturbations to exploit the sensitivity of deep learning 

frameworks, especially within the constrained resource environments of the edge. It also illustrates how the 

insufficiency of classical robustness measures, such as adversarial training, are enhanced when placed on edge-

leveraging lightweight infrastructures. 
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This figure also emphasizes the importance of developing models that are capable of inherently resisting 

adversarial examples. An example of such a model is based on reconstruction, such as autoencoders. These are 

able to retain detection reliability in the presence of adversarial disturbances. Thus, they help improve the 

robustness of edge intelligence in the context of the greater security of 5G. 

1.9. Dynamic security provisioning in multi-tenant 5G slicing 

The notion of Network Slicing is possibly the most disruptive aspect of 5G. Still, it also introduces new security 

issues that have never been encountered before, tied to the multi-tenant nature of virtualized infrastructures. It 

has already been noted in the literature that both slices, the enhanced mobile broadband (eMBB) and the ultra-

reliable low-latency communication (URLLC), have reasons to adopt distinct security postures that align with 

their respective traffic patterns. 

The current studies tend to focus on the concept of slice isolation using hardware-level virtualization. Still, there 

is a growing tendency to argue that Slice Isolation is insufficient to prevent cross-slice or resource-exhaustion 

attacks [45]. The academic discourse shifted to intelligent slices security, in which AI models are dynamically 

deployed to track slice-specific telemetry in real time. 

Although these developments exist, the majority of current solutions lack slice-awareness, which is required to 

adjust detection sensitivity to the importance of the service layer [36]. This study addresses this gap, showing 

that an AI-edge synthesis is not only slice-aware but can also adjust its computational footprint in response to 

real-time demand in the 5G virtual environment, providing high-priority slices with the highest protection at 

minimal overhead. Dynamic security provisioning in multi-tenant 5G slicing allows for adaptive security 

measures for every single network slice and the different needs of every slice. Through the use of different 

security policies and AI-based detection models, the heterogeneous slices, such as eMBB and URLLC, are 

assigned context-based protection. 

Static slice isolation techniques are unable to effectively counter cross-slice interference and resource 

exhaustion attacks. This augments the necessity for slice-aware sculpting of security orchestration which 

requires the intelligent, adaptive and dynamic balance of computational and detection resource to meet the real 

time demands of safety and security concern of the multi-tenant 5G environments. 

1.10. Gaps in current research: towards real-time autonomous defense 

Although the body of research on AI and edge computing includes vast amounts of literature on each of the 

mentioned aspects, there is an indisputable, quantifiable gap on complete, autonomous defense systems. The 

majority of available research is dedicated solely to the detection portion, i.e., recognizing that an anomaly has 

occurred. Still, very little is said about automated mitigation or self-healing. Detection in the 5G environment 

does not, in most cases, suffice without a localized, immediate response; a useful system should be able to 

perform autonomous reconfiguration of network slices or isolate compromised edge nodes within milliseconds 

of threat detection. In addition, insufficient investigation into the resistance of these edge-AI systems to 

"adversarial AI" attacks, in which advanced attackers specifically design traffic patterns to mislead or cheat 

edge-based neural networks, is a concern (Table 1).  

Table 1. Research studies models and gaps 

Study / 

Approach 
Model / Algorithm Key focus Advantages Limitations / Gaps 

Traditional 

ML 

SVM, Random 

Forest 

Signature-based 

detection 

Low computational cost 

for small data 

Fails against zero-day 

attacks; high false 

positives in 5G 

Centralized 

DL 

CNN, LSTM Pattern 

recognition in 

core cloud 

High accuracy in 

identifying complex 

threats 

High latency due to 

data backhauls; 

bandwidth bottleneck 
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Study / 

Approach 
Model / Algorithm Key focus Advantages Limitations / Gaps 

Standard 

edge 

Lightweight ANN Localized traffic 

filtering 

Reduced response time; 

saves core bandwidth 

Limited resource 

allocation; lacks global 

model synchronization 

Hybrid AI-

edge 

CNN-LSTM 

Synthesis 

Real-time edge 

inference 

Optimal balance 

between speed and 

accuracy 

Complex model 

management; 

insufficient automated 

mitigation 

Federated 

learning 

FL + Autoencoders Privacy-

preserving 

detection 

Data stays local; high 

user privacy 

High communication 

overhead for model 

aggregation; non-IID 

data issues 

Such an important gap shows that a stronger synthesis is necessary, which takes into consideration not just the 

computational speed of the edge but also the adversarial resistance and automated response features of the AI 

models, so that the security framework can survive the next generation of intelligent cyber-threats. 

2. Research method  

This research is based on a multi-tiered, distributed inference architecture that assumes decoupling the highest-

level computational load of the 5G core and redistributing it to the network edges. This hierarchical structure 

can be divided into three functional layers: the data acquisition layer (including 5G user equipment and IoT 

sensors), the edge intelligence layer (MEC nodes), and the global optimization layer (core cloud) (Figure 9). 

 
Figure 9. Adversarial machine learning and robustness at the network edge 
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The main novelty is the edge intelligence layer, which integrates AI and edge computing to enable localized, 

autonomous decisions. It is also by pushing the detection engine to the radio access network (RAN) that the 

system essentially removes the latency of the backhaul, often associated with centralized cloud security. This 

disaggregated design will make every edge node a self-contained security entity that can detect and address 

local anomalies in real time, which is essential to uphold the high standards of ultra-reliable low-latency 

communication (URLLC) in 5G ecosystems. 

2.1. Synthesis of AI models: the hybrid detection engine 

To respond to the complex, fast-changing nature of 5G traffic telemetry, the study suggests using a hybrid deep 

learning ensemble, combining convolutional neural networks (CNNs), long short-term memory (LSTM) units, 

and unsupervised autoencoders. The CNN element is also used strategically to extract spatial features, enabling 

the system to identify intricate patterns in the packet header and metadata. At the same time, the LSTM layers 

are used to learn time-dependent and long-term variations in traffic flows, which are essential for identifying 

advanced, low-intensity threats such as slow-rate DDoS attacks. The autoencoder can be used as a baseline 

anomaly detector to provide a strong defense against so-called zero-day vulnerabilities; it is trained only on 

normal network behavior, and a large deviation in the reconstruction error is flagged as a possible intrusion 

(Table 2). 

Table 2. Hyper-parameter configuration for the hybrid CNN-LSTM-autoencoder 

Model layer Parameter type Optimal value 

CNN Filter size / Stride 3 × 3 / 1 

LSTM Hidden units 128 

Autoencoder Compression ratio 50% 

Global Learning rate / Optimizer 0.001 / Adam 

Global Activation function ReLU / Sigmoid 

This generated model is then rigorously quantized and pruned to be lightweight enough to run on resource-

constrained edge hardware without compromising performance. 

2.2. Dataset selection and pre-processing 

The empirical confirmation of the given framework requires a high-fidelity, rich-data environment; therefore, 

the presented research relies on a mixture of conventional cybersecurity benchmarks and modeled 5G traces. 

We use the NSL-KDD and CIC-IDS2018 datasets to provide a benchmark of traditional cyber-threats, and we 

supplement them with artificial 5G traffic generated in the NS-3 (network simulator 3) environment. The given 

synthetic data particularly simulates 5G-related parameters, such as metadata for beamforming and network 

slicing configurations, as well as signal variations found in massive MIMO (Table 3). 

Table 3. Dataset sources and samples 

Traffic category Source dataset Normal samples Anomaly samples 

5G eMBB Synthetic (ns-3) 50,000 12,000 

IoT/mMTC CIC-IDS2018 85,000 45,000 

URLLC Real 5G traces 20,000 5,000 

In the pre-processing step, min-max normalization and stringent feature engineering are applied to the raw data, 

with particular attention to key indicators such as inter-arrival time, flow times, and packet size distributions. 

To effectively model a distributed edge setting, the dataset is divided into non-IID (independent and identically 
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distributed) pieces, reflecting heterogeneous traffic patterns across the various geographical locations of 5G 

cells, ranging from industrial IoT zones to high-density urban residential areas. 

2.3. Experimental setup and distributed inference configuration 

The experimental testbed is designed to simulate a large-scale 5G radio access network, containing a 

containerized distributed inference environment. The edge nodes are represented as simulated docker 

containers, which are localized and operate a pruned version of the AI’s detection engine and are linked to a 

centralized core controller through an asynchronous model-update scheme. This design allows the system to 

conduct local inference on data that is high in frequency and then model gradients instead of the raw data to the 

core cloud. This design variant maximizes communication efficiency and provides an adequate level of privacy, 

since sensitive user traffic will not be transferred to the edge node. The system is subjected to a set of simulated 

network conditions, including a high level of congestion, various degrees of packet losses, and targeted hardware 

failures on the edge layer. The objective is to evaluate the system's overall resilience and its ability to cope with 

failures in a real-world 5G deployment. 

2.4. Evaluation metrics 

A two-fold evaluation matrix that includes detection accuracy and operational efficiency to give a 

comprehensive and precise response to the assessment of the suggested system. Detection Accuracy is assessed 

using established statistical methods such as precision, recall, and F1-score. These methods ensure a model’s 

reliable high true positive rate with a low level of nuisance false alarms. To evaluate the detection performance, 

we consider the model’s evaluation across multiple thresholds using AUC-ROC. Evaluation of operational 

efficiency concerns the measurement of the system’s end to end latency as the total time taken from when the 

packets enter the system until the system identifies and labels them as threats, and throughput stability, which 

ensures that the proposed security layer does not impede the operation of the 5G data plane. Also consider the 

system’s utilization of resources such as CPU and RAM, and the system’s response time as measured in 

milliseconds, to evaluate if the advanced deep learning models could be installed on resource constrained edge 

nodes. The evaluation framework depicted in Figure 10 combines detection performance metrics and system 

performance metrics to offer a broad assessment of the proposed architecture. 

 

Figure 9. Performance validation 

The figure includes detection performance metrics such as precision, recall, F1-score, AUC-ROC, and metrics 

for performance in 5G Edge deployments such as latency, throughput stability, and computational performance, 

to name a few. The figure also illustrates the balance between detection performance and efficient use of 

resources, especially in edge environments with limited resources. This visualization strengthens the criteria of 

classification accuracy, real-time responsiveness, and the ability to deploy in low latency, resource constrained 

infrastructures while evaluating a comprehensive 5G security system. 
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3. Results and discussion 

To measure statistical veracity, each of the proposed synergistic AI-edge frameworks underwent multi-metric 

testing. Our empirical tests show that the hybrid CNN-LSTM-auto encoder model outperformed traditional 

standalone models. Our model's test showed an overall detection accuracy of 98.74; a significant metric 

compared to traditional standalone models. To compare our findings, we tested against three baseline models: 

support vector machines (SVM), random forest (RF), and a non-optimized centralized deep learning (CDL) 

model. As indicated in Table 4, the proposed model improves the detection of complex 5G traffic anomalies 

and yields a low false positive rate (FPR) of 1.12%. 

Table 4. Comparative performance metrics 

Model architecture 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-score 

(%) 

False positive rate 

(FPR) 

Traditional SVM 84.20% 82.50% 81.10% 81.79% 5.40% 

Random forest (RF) 89.45% 88.10% 87.30% 87.70% 3.25% 

Centralized DL (CNN-

LSTM) 
94.10% 93.60% 92.80% 93.20% 2.10% 

Proposed AI-edge synthesis 98.74% 98.15% 97.90% 98.02% 1.12% 

This decline in false alarms is especially important for 5G network slices, since false alarms that prompt service 

disruptions can result in violations of service level agreements (SLAs) in addition to alarm fatigue in automated 

security processes. 

See Table 5 and Figure 11 for a comparison of the operational efficiency of AI-edge synthesis in real-world 

network environments. 

Table 5. Comparison of operational performance 

Model 

architecture 

Avg. detection 

latency (ms) 

Peak load 

latency 

(ms) 

Latency increase 

under stress 

(ms) 

End-to-end 

response time 

reduction 

Packet 

drop rate 

CPU 

utilization 

increase 

Traditional SVM 

(Cloud) 
132.4 265.0 132.6 — 2.8% 2.1% 

Random Forest 

(Cloud) 
126.7 248.3 121.6 — 2.2% 2.8% 

Centralized DL 

(CNN-LSTM) 
118.5 240.0 121.5 — 1.6% 6.9% 

Proposed AI-

Edge Synthesis 
18.6 22.1 3.5 46.8% 0% 5.4% 

Because of the reliance on telemetry and backhaul, cloud-based models experience significant and detrimental 

spikes in latency at maximum throughput, while the proposed system sees only a minor and negligible increase 

in detection latency, by only 3.5 ms, under similar conditions.  

The combination of a zero packet drops rate and acceptable levels of CPU usage show that the framework is 

both accurate and functionally viable for real time use in high congestion 5G. Distributed intelligence over 

centralized processing for the URLLC and mMTC slice makes sense especially having now reduced the end-

to-end response time by 46.8%. 
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Figure 10. Comparison of operational performance 

With confusion-matrix evaluation in the models, as shown in Table 6, AI-edge synthesis achieves the least false 

positives (180) and false negatives (160), which explain the earlier observation of the improvement of both 

precision and recall. 

Table 6. Confusion matrix–based evaluation of detection performance 

Model 

True 

positives 

(TP) 

True 

negatives 

(TN) 

False 

positives 

(FP) 

False 

negatives 

(FN) 

Specificity 

(%) 

Misclassification 

rate (%) 

Traditional SVM 8,110 15,420 880 1,590 94.60 6.10 

Random Forest 

(RF) 
8,730 16,240 520 970 96.88 4.20 

Centralized DL 

(CNN-LSTM) 
9,280 16,910 360 420 97.93 2.30 

Proposed AI-Edge 

Synthesis 
9,740 17,320 180 160 99.00 1.17 

As normal 5G traffic is not classified as anomalies 99.00% of the time, unnecessary countermeasures will not 

be triggered. In addition, under complicated network scenarios, the model demonstrates a 1.17% 

misclassification rate, which is a clear indication of its capability of differentiating between real and malicious 

5G traffic. 

Table 7 details an ablation study that measures the significance of each structural part. The findings indicate 

that the inclusion of CNN enables the model to extract spatial features. Similarly, inclusion of LSTM enables 

the model to learn the temporal dynamics of traffic. Moreover, inclusion of the autoencoder enhances the 

model's sensitivity to anomalies as a result of learning an encoded representation of the normal traffic. 

Table 7. Ablation study of hybrid model components 

Model Variant CNN LSTM 
 

Autoencoder 
Edge 

deployment 

Accuracy 

(%) 

F1-Score 

(%) 
FPR (%) 

CNN only ✓ ✗  ✗ ✗ 91.30 90.85 3.90 

CNN + LSTM ✓ ✓  ✗ ✗ 94.10 93.20 2.10 
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Model Variant CNN LSTM 
 

Autoencoder 
Edge 

deployment 

Accuracy 

(%) 

F1-Score 

(%) 
FPR (%) 

CNN + LSTM 

+ Autoencoder 
✓ ✓ 

 
✓ ✗ 96.85 96.10 1.65 

CNN + LSTM 

at Edge 
✓ ✓ 

 
✗ ✓ 97.40 96.95 1.48 

Full AI-edge 

synthesis 

(Proposed) 

✓ ✓ 

 

✓ ✓ 98.74 98.02 1.12 

Edge deployment as opposed to cloud deployment results in increased reliability of anomaly detection and 

reduction of false positives [54]. The comprehensive AI-edge integration reaches the optimal result, verifying 

that the improvement is not incidental, but rather a result of thoughtful integration of the frameworks. 

3.1. Latency of edge-inference 

The most important result of the study is that localized edge-based inference reduces detection lag. The proposed 

localized AI-edge system has 46.8% lower end-to-end response time than the AI-based cloud systems we 

previously analyzed. Traditional centralized systems have a detection time of 118.5 ms. This is because of delays 

during backhaul and core processing. Our system design has a predictable operational latency in the range of 

14.2 ms to 21.8 ms. 5G ultra-reliable low-latency communication (URLLC) has a target response time of 1 ms. 

This assists the system in containing a compromised network slice, and stops malicious packets from 

propagating in the core network. 

3.2. Performance below varying network lots and strain testing 

To test how scalable the framework is, we ran tests at different network traffic levels. Low load was set at 10 

Gbps, while an extreme peak load was set at 100 Gbps. The performance graphs in the simulation results show 

that our distributed inference setup is highly robust to "network congestion". When operating at peak loads (90-

100 Gbps), the centralized cloud model experienced a massive latency spike (up to 240ms) due to a bottleneck 

in telemetry data at the core gateway. In comparison, the AI-edge synthesis did not significantly change the 

detection latency (only by 3.5ms), demonstrating its ability to address the massive connectivity (mMTC) 

demands of 5G without an overall reduction in network quality of service (QoS). 

The results of the experiment highlight the flexibility of the suggested AI-edge engine across heterogeneous 5G 

settings, namely multi-slice structures. The eMBB slice achieved high-throughput metadata processing with 

99.2 percent performance, and the URLLC slice achieved ultra-fast inference with zero packet drop. 

Moreover, the introduction of model quantization (INT8) and weight pruning ensured that deep learning models 

would run on resource-constrained edge hardware with an acceptable increase in CPU utilization of 5.4%. This 

illustrates that AI and edge computing synthesis provide a flexible, scalable security fabric that can 

autonomously meet the requirements of future-proof 5G and 6G architectures. 

3.3. Discussion 

The empirical performance and operational effectiveness of the suggested framework are deeply rooted in the 

principles of distributed computing models, namely, the ability to restructure the security boundary of 5G 

infrastructure based on the multi-access edge computing (MEC) paradigm. Conventionally, anomaly detection 

has been based on a "cloud-centric" logic, in which telemetry information is backhauled to an endpoint-

centralized core for processing, imposing a heavy load.  

Nonetheless, when the logic of anomaly detection is moved off the storage of a centralized cloud system onto 

the extremely decentralized fabric, in this study, a migration is organized from a susceptible "single point of 

analysis" architecture to a robust, high-performance, and parallel-processing architecture [55]. 
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This network architecture enables every edge node to act as a semi-autonomous agent within a larger, 

orchestrated multi-agent system (MAS), with distributed intelligence rather than centralized intelligence. This 

transition is theoretically similar to the edge-mesh computing style, a more advanced topology, in which 

localized intelligence is used to filter, process, and mitigate threats at the literal origin of data creation. 

The system dramatically lowers the entropy (measured in bits) of a network's computational and structural 

resources by deploying localized inference engines that backhaul large, unprocessed datasets to the core network 

continuously. Such a decentralization guarantees data locality, i.e., sensitive 5G traffic metadata does not even 

need to traverse the full network hierarchy to be validated, which reduces the attack surface to a minimum. 

This distributed execution strategy has been empirically shown to reduce end-to-end latency by 46.8 percent. 

Distributing the computational and analytical load throughout the periphery of the network, the system avoids 

the so-called congestion bottlenecks that are characteristic of centralized 5G security entry points during peak 

traffic or DDoS attacks. 

Moreover, this distribution guarantees the high-speed integrity of the 5G control plane and the user plane, and 

the network can retain its ultra-reliable low-latency communication (URLLC) properties even under adversarial 

activity, provided it is already active. In turn, this synergy turns the edge into a complex, first-line defense layer 

that dynamically scales with the growing number of devices in the 5G and future 6G ecosystems.  

The suggested AI-edge synthesis would align with the NIST cybersecurity framework and the new zero trust 

architecture (ZTA). The core is often viewed as a confined area in a classical 5G architecture. In contrast, our 

model is based on the premise that the never trust governs the extreme edge of the always verify principle.  

Our solution, which offers micro-segmentation capability vital to 5G security, is achieved through real-time AI-

driven inspection at the MEC level. This enables the system to detect lateral movement of threats in 

milliseconds. The connection of our findings to these models shows that AI and edge computing synthesis is 

not only a performance optimization but also a necessary factor in the creation of resilient software-defined 

networks (SDN) capable of autonomously countering adversarial AI and automated exploit kits. 

One of the most important aspects of this study is that the system can be scaled in the massive IoT (mMTC) 

setting, where 5G networks should be designed to support one million devices per square kilometer. 

Conventional centralized models of anomaly detection face the dimensionality curse due to the exponential 

growth of IoT telemetry. We have found that, through load sharing during inference, the system exhibits a linear 

scaling factor. 

The more IoT devices are added to the network, the more edge nodes can be provisioned to manage the localized 

traffic. It offers horizontal scalability that will allow the "reconstruction error" logic of our autoencoders to be 

applied to high-density metadata, ensuring that future growth in core network congestion does not pose a 

security threat, and also represents a sustainable security blueprint for the future of smart cities and 

industrial 4.0. 

The combination of a smart, edge-based anomaly-detection architecture has far-reaching pragmatic 

consequences for telecommunications companies struggling to enforce the integrity of next-generation 

infrastructure. This research provides a true approach to reduced core network load by decentralizing the 

security layer to stop malicious telemetry at the ingress and reduce amplification of backhaul bandwidth. This 

structure is critical to sustaining mission-critical network slices, such as ultra-reliable low-latency 

communications (URLLC).  

Reduced detection lag from these network slices is vital to meet strict service level agreements (SLAs). For 

network operators, this provides a highly resilient self-healing network that can isolate local threats, such as IoT 

DDoS, without negative impact on quality of service (QoS) for the majority of the customer base. 

However, even with the switch to a harmonized AI-edge model, there are highly significant operational 

disadvantages that would need to be overcome to make it economically reasonable. The first disadvantage is 

dependable edge hardware capability. Despite model pruning and quantization reducing resource 
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overutilization, deploying highly complex deep learning requires MEC hardware such as FPGA or GPU placed 

in the core, leading to considerable network deployment capital expenditure [56]. 

In addition, in the fast-changing 5G ecosystem, there is the rising concern of model drift. This refers to the 

changing detection and impact of network traffic which degrades the system performance of detection. This 

would mean setting up ad hoc automation with continuous flows of MLOps to ensure AI is always in a state of 

readiness concerning adaptive defense. Lastly, the deployment needs to address the privacy paradox of a 

distributed learning environment. Even if raw data can be kept at the edge, due to localized processing, the core 

cloud can still be an attack vector for Inference Attacks as long as model weights or gradients are synced with 

the core cloud. 

To mitigate this threat, operators need to create robust encryption and secure aggregation solutions so that the 

global model can be updated while remaining compliant with the privacy laws, such as the GDPR. These 

hardware constraints, coupled with model and cryptographic flexibility, need to be resolved to turn edge-AI 

from its theoretical potential into a commercially feasible and safe solution for the 5G/6G generations. 

4. Conclusions  

This paper has created an innovative model in the field of network security by showing how dramatically 

successful the combination of AI and edge computing are when 5G is used to identify traffic anomalies. The 

paper deals with the long-standing security gap that puts real-time mobile communications at risk by 

intentionally relocating the intelligence layer of a centralized cloud system to a decentralized edge system. 

The empirical data strongly confirm this design, with a 46.8% decrease in end-to-end detection latency and a 

stable response window of 14.2ms to 21.8ms, which is within the range of mission-critical 5G services. 

Moreover, a hybrid CNN-LSTM-auto encoder ensemble synthesis achieved a detection rate of 98.74%, 

demonstrating that localized, resource-efficient deep learning features can be more effective than conventional 

centralized models. 

This contribution offers a resilient and scalable blueprint for achieving the next generation of hyper-connected 

environments without impairment of the operational efficiency of the core network. For telecommunications 

companies and infrastructure providers globally, the move to an intelligent, edge-integrated security presence 

requires a change in investment in hardware and architecture. 

It is highly recommended that commercial 5G implementations focus on hardware-software co-design, using 

GPU-enabled or FPGA-accelerated MEC (multi-access edge computing) nodes to meet the high-speed 

computational requirements of real-time deep learning. Also, the fact that anomaly detection is an obligatory 

element of a zero-trust architecture (ZTA) in which all network slices (eMBB, URLLC, etc.) are checked 

autonomously and secured at the point of data entry is non-negotiable. 

The operators also ought to shift to a state of "closed-loop automation" in which the outputs of AI-driven 

detection engines are directly connected to SDN (software-defined networking) controllers, so that instant 

mitigation protocols, like automated slice isolation or dynamic traffic shunting, can be enabled in response to 

automatically detect engine interventions, and hence ensure 100 percent adherence to strict service level 

agreements (SLAs). 

Even though the suggested framework can be considered a strong defense of existing 5G implementations, the 

unavoidable progress towards 6G and non-terrestrial networks (NTN) opens new horizons for research. One 

highly critical subsequent action would be to integrate federated learning (FL) paradigms, which would enable 

edge nodes to collaboratively improve global threat knowledge without exchanging raw, sensitive user traffic 

and would also align with world privacy standards, such as GDPR. 

Moreover, specific adaptive and self-evolving AI models should be developed to mitigate the effects of "model 

drift" in dynamic settings of future networks. We are also entering the 6G era, and research needs to be 

conducted on adversarial resilience, which means that edge-based neural networks are hardened against 
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advanced so-called Adversarial AI attacks that aim to confuse (or subvert) automated defensive layers. Finally, 

the extension of this AI-edge synthesis, with the addition of three-dimensional network topologies and satellite-

combined 5G/6G systems, is crucial to the creation of an entirely ubiquitous, self-healing, and globally secure 

telecommunications ecosystem. 
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